
GOVERNMENT OF MEGHALAYA
GENERAL ADMINISTRATION DEPARTMBNT (B)

PRESS RELBASE
Dated Shillong, the 26th August, 2025

No.GAB-163t2016t808. Ensuring Trust in Aadhaar: Offline VeriJication Now Easier and

More Secure with UIDAI's Secure QR Code

The General Administration Department, Government of Meghalaya, wishes to bring to the aftention of all

concerned departments and the general public an important feature provided by the Unique Identification

Authority of India (UIDAD - the Aadhaar QR Scanner App, which allows for offline verification of

This is particularly important in light of increasing instances of Aadhaar misuse, where fake or visually

manipulated Aadhaar cards have been used as proof of identity. To combat such fraud, UIDAI has

embedded a Seiure QR Code in every Aadhaar letter, PVC card, and downloaded e-Aadhaar' This code is

digitally signed and contains key demographic information and a photograph of the Aadhaar holder.

Unlike regular QR codes, the Secure QR Code cannot be tampered with or altered without invalidating

the digital signature, making it a reliable tool for offline authentication.

Key Features of the Secure QR Code:

. Tamper-proof and digitally signed by UIDAI

. Encrlpted and readable only using UlDAl-approved scanners or the official Aadhaar QR Code

Scanner App
. Functions entirely offline - no internet or web redirection required
. Instantly detects mismatches or fake Aadhaar documents

How to Verify Aadhaar Using the Secure QR Code:

1. Download the Aadhaar QR Scanner App from the Play Store or App Store

2. Open the app ---+ Select "Aadhaar QR Scanner" ---+ Scan the QR code on the Aadhaar document

3. The verified details such as name, date of birth, and photograph will be displayed instantly

This tool is ideal for use in remote areas with limited connectivity, as it functions without an internet
'connection.

Who Should Use This Feature?

. Government departments and field-level staff for KYC and document verification

. Banks, NBFCs, insurance companies, and telecom service providers

. Employers and landlords for tenant or employee verification, Hotels, Guest house.

. Notaries, advocates, and document verifiers

. General public for self-verification of Aadhaar authenticity

In Case of Suspected Minipulated Aadhaar:

. Do not accept the document if printed details do not match the QR-scanned details

. Report such incidents to UIDAI via help@uidai.gov.in ot call1947

. Notifu the Deputy Commissioner's Office if fraud is suspected
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The General Administration Department urges all offices, agencies, and citizens to Bdopt the Aadhaar QR
code verification process and remain vigilant against the use of fraudulent dgiuments, *

For further information, please refer to UIDAI's "Frequently Asked Questions on Aadhaar Secure QR
Code,, available at https://gad.meghalaya.gov.in or visit www.uidai.eov.in or the Deputy Commissioners

offices. !

sd/-
Deputy Secretary to the Govt. of Meghalaya,

General Administration Department(B)

Dated Shillong, the 26th August, 2025

Government of Meghalaya, & State Nodal Officer, (Aadhaar), for

Memo.No. G AB-163 12016/ 808-A
Copy to:-

1. The Commissioner & Secretary,
favour of information.

2. The Director, Govt. of India, UIDAI Regional Office, Guwahati, Block- V, l't Floor, Housefed

Complex Dispur, Guwahati - 781006 for favour of information.

S, All Deputy Commissioner for information and publication at District website

4. The State Informatics officer for publication on this department's website
https://gad.me ghalava. gov.in

5. The Director, Information and Public Relation to kindly publish in local daily newspapers for
creating wide publicity

6. The Nodal Officer General Administration Department (B) for information.

By order etc.,

Mr*o,t^r
Deputy Secretary t6 tld Govt. of Meghalaya,

General Administration Department (B)
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Annexurc

Frequen![y Aqked Quesrions (FAes) on Aa_dhaar gecqrq eR cocte

l. Whalis the Aaclhaar Sccure eR Codc?

- The Aadhaar Sccure QR Code is a tanrper-proot. cligitatly signecl cocle printed on Aacilraar

lcttcrs. PVC'cards. and c-Aadhaar documcnts. Ircontains thc rcsident's csserrtial dcrrrographic

anclpTrotdgntph data in anEn-rypted-l'orniat. ir.hich can be securel5,reacl onlf using LjlDAl-s
ofticial'QR codc scanncr application. No other gcneric QR scanncr app can reacl this sccLrro

QR code.

2. What inlirrrnation is containetl in the Secure eR Code?

The Securc QIt C'ocle conrains:

. Nanrc

. Gendcr

. Date ol Birth

. Address (partial or full, depending on.Aadhaar format)

. Photograph (as captured during Aadhaar enrolment/update)

. Last 4 digits of Aadhaar number (in some cases)

3. Horv does the Secure QR Cocle safeguard Aadhaar information?

The intbrmation inside the Secure QR Code is:

. Digitalt,v sigrrccl by UIDAI:ensures that it cannot be tanrperccl ,"r,ith or recreated.

. Encr)'pted: only LJIDz\l's offrcial scanner can decr,v-pt and validate it.

. Read-only: no olte calt modify thc data embcdded in the code.

. Photograph-verified: the photograph in the QR code can be conrpared against the.

person presenting it,

.
4. Whr is QIt code verification important?

Visual copies ol'.,\aclhaar documents can be easily edited usin-u photo eclitirrg tools. QR code

verification:

. Revcals the original UIDAI-issr.red data instantly

. Flags an1, nrismatch betr,r,een printed details and actual records
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r Prcvcnt.s fraud, impersonation, and misuse of take/altered documents

. Builds trust and enables tbolprool'identity veritication

5. Horv can I verifl' an Aadhaar Secure QR Code?

You can vefit), the Secure QR Code r.rsing either of the tbllorving tools:
t'

I Utnzrl QIt Coile Scillier (Desktop)

' ;- D-oirx Ioad ]iorl1 tII DAi-oflLiril rv'ebsite :

https://ui-c!4i,gov.in/en/ecos),stemiaLrthcntfqAtipl:dSv(.U:dAqq!09$gq4Adg:

1g1d9r,,htm!

-.- Works ol'l1ine. does not need-internel coRRe€tion to-work-

. Idcal lirr bulk or institutional verification (e.g., banks. teleconr. government otllces)

ffl Aaclhaar QR Scanner Mobile App (Android/iOS)

. Dor,r,nloacl liom Plav Store or App Store

. Opcn thc app -- Select " Aadhaar QR Scanner" -, Point at the QR code

. The veritled details (name, DOB. photo, etc.) rvill app.ur. if genuine

. Works oflline, does not need internet connection to work

6. What happcns if the Aadhaar card docs not have a QR code or the QR code printed

on it is from irn oldcr version?

l'he Aadhaar number holder may be advised to download the latest Aadhaar by using the My,

Aadhaar rvill have the updated details of the Aadhaar number holder as r.vell as the secure QR

code.

7. What happens if thc Aadhaar document is fake or altered?

Ilsorneone prcscrlts an Aadhaar document '"vith manipulated text or photograph. the QR codc

scan u,ill fail to '"'alidate or shorv mismatched details..ln such cases:

. . 'fhe scanner lvill either not displa), any data, or

. Tltc data displayed fiom thc QR code rvon't match 
"vith 

thc information printed on it
. This zlcts as a red [1ag fbr forgery or misuse

l'his nrakcs Sccurc QR Code an ett'ective cleterrent against tl'audulent Aadhaar use.
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or forged?

9. Wh_o ghould usc QI Code ve rilication?

__Iyg,)'lndiryUql n!.1 insritutionllrqllgggpq4$l33f stroiiq ueriry, iti 
",,_lh.!$Iyf{!g_tlreSecurq QR Code including the following:

. Banks. \llFCs. Insurance companies

Enrployers and landlords during KYC
Notarics. advocates. and document l,erifiers

Everr citizens, for their own assurance

10. what are ulDAt's recommendations on using eR code verification?

. Never accept an Aadhaar document',vithout scanning the eR code,

, ' Always compare tlie photograph shown on the scanner with the person presentiug it,

' Use only UlDA[-approved scanners and apps.

' Educate statTand stakeholders to adopt QR-first verification processes.

11. What should I do if I suspect a manipulated Aadhaar?

. Do not accept the document if information and photograph on the Aadhaar card does

not matclt rvith the infbrmation and photograph obtained through scanning the eR coclc
. Report the incident to UIDAI via help(@uridai.gov.in or cail 1947
. Alert local authorities and police, if fiaud is suspecteci , ,

a

a

a
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